Detection, classification, and tracking of small vessels are important tasks for improving port security and the security of coastal and offshore operations. Hydroacoustic sensors can be applied for the detection of noise generated by vessels, and this noise can be used for vessel detection, classification, and tracking. This paper presents recent improvements aimed at the measurement and separation of ship DEMON (Detection of Envelope Modulation on Noise) DEMON acoustic signatures in busy harbor conditions. Ship signature measurements were conducted in the Hudson River and NY Harbor. The DEMON spectra demonstrated much better temporal stability compared with the full ship spectra and were measured at distances up to 7 km. The combination of cross-correlation and methods allowed separation of the acoustic signatures of ships in busy urban environments.
Introduction
Detection, classification, and tracking of small vessels are important tasks for improving port security and the security of coastal and offshore operations. DHS issued the Small Vessel Security Strategy [1] with one of the goals "to enhance maritime security and safety based on a coherent framework with a layered, innovative approach."
The research being conducted in the Center for Secure and Resilient Maritime Commerce (CSR), a DHS National Center of Excellence for Port Security, examines some basic science issues and emerging technologies to improve the security of ports as well as coastal and offshore operations. This research follows a layered approach utilizing above water and underwater surveillance techniques. The investigated layers include satellite-based wide area surveillance, HF Radar systems providing over-the-horizon monitoring, and nearshore and harbor passive acoustic surveillance. Integration of these systems is aimed at achieving vessel detection, classification, identification, and tracking. In recent field experiments in NY Harbor, the wide area sensing was provided by the University of Miami CSTARS facility's electrooptical (EO) and synthetic aperture radar (SAR) satellite imaging capabilities. The Stevens Passive Acoustic System was used for detecting sound produced by the same ships that were detected by satellites, and the advantages of the joint satellite/acoustics ship reconnaissance were examined [2] . The application of the passive acoustic method for small vessel detection, classification, and tracking in noisy and busy urban environments requires the development of novel methods of signal processing. These methods are presented in this paper.
Passive acoustic methods are based on the detection of sound produced by moving vessels. Passive acoustic methods have been applied for submarine detection for many years. There is a limited amount of publicly available publications covering the parameters of submarine sounds: many results were published just after World War II [3] and some acoustic parameters of Russian submarines are presented in [4] . Results of ship noise measurements can be found in many publications. A large amount of research has been conducted on the impact of the noise generated by ships on marine life and a good review of the work in this direction is given in [5] . A detailed description of the mechanisms of sound generation by ships can be found in [6, 7] . According to [7] , the main sources of vessel sound include the following:
(i) the prime movers-typically diesel engines, (ii) shaft-line dynamics, Noise radiated by small vessels can be applied for small vessel detection, tracking, and classification. Various algorithms for these purposes were developed and some of them are presented in [8] [9] [10] . Among the various methods of ship noise detection and classifications one of the most reliable acoustic parameters is the spectrum of the ship noise envelope. The noise radiated by a ship is modulated at a rate dictated by some parameters of the propeller and engine (number of blades, rotational speed). Evaluation of that modulation provides information on the ship, such as the shaft rotation frequency, that can be used for ship classification. The method for estimation of the envelope modulation is known as DEMON (Detection of Envelope Modulation on Noise) [11] [12] [13] [14] [15] [16] [17] and the earlier papers describing this method were published about 50 years ago [11] . The DEMON spectra were the basis for various algorithms of ship classification.
However, the DEMON method in its current form cannot be used in cases where hydrophones receive signals from several ships simultaneously. We have addressed this shortcoming by developing a technique to separate the DEMON signatures using the cross-correlation of signals arriving at various hydrophones. The presented results are based on application of cross-correlation method for DEMON ship signature extraction [18, 19] . These papers showed the applicability of the cross-correlation method for the separation of the ship acoustic signature in one simple example. The earlier suggested method was improved by using various time windows for ship tracking and acoustic signature extraction. The improved method was utilized for the measurement of DEMON signatures of various vessels in the Hudson River and NY Harbor. Various features of the DEMON spectra were investigated, including the temporal stability and the dependence on the carrier noise frequency.
The passive acoustic surface vessel surveillance tests presented in this paper were conducted by using the Stevens Passive Acoustic system initially developed for diver detection [20] [21] [22] .
Description of the Stevens Passive Acoustic
System and Experiment
The System
Hardware and Software. The Stevens Passive Acoustic Detection System (SPADES) allows the passive acoustic detection, tracking, and classification of various surface and underwater sources of sound including surface vessels, swimmers, various types of divers, and unmanned underwater vehicles [20] [21] [22] . The SPADES is passive acoustic system providing the acquisition and analysis of sound generated by various sources. The system uses just four hydrophones and provides simultaneous acquisition and analysis of acoustical signals. The analysis function includes arbitrary digital filtering, spectral analysis, and cross-correlation for simultaneous processing of signals from several hydrophones, acoustical source separation, and determination of bearing for different targets relative to the central underwater mooring. The system also records and stores the complete raw acoustical data set, enabling further research and analysis of the acoustic signatures.
The system components include a land-based computer and an in-water system (Figure 1 ). The two systems are connected via an underwater cable that provides power and communication between the two systems.
The central mooring houses the electronic components required for signal conditioning, data acquisition, preprocessing, storage, and transmission. The four hydrophones are mounted on stands. Usually, the stands provide the hydrophone placement at a height of 60 cm above the bottom. The system uses hydrophones manufactured by International Transducer Corporation-Model ITC-6050C. They are sensitive in the band of up to 100 kHz and provide −157 dB re 1V/1 μPa midband open circuit receiving response. The hydrophones are connected to the central mooring via underwater cables and can be deployed at distances up to 50 m from the central mooring.
The acoustic data from the hydrophones are acquired and recorded on the in-water system. There, it simultaneously undergoes preprocessing and is transmitted digitally to the land-based computer. The land-based computer further processes the data and displays the results in real time.
In this paper, we present results of experiments that were conducted in the Hudson River with the help of students from the Stevens Summer Research Institute (SRI) [23] in July 2010 and in a separate study conducted in lower NY Harbor in November 2009.
Experiments in the Hudson River and in NY Harbor.
In our experiments we used four hydrophones in crossconfiguration. This configuration provides 360
• coverage of the investigated area. The planned distance between hydrophones was 10 m at the shallow water Hudson River test and 50 m for deeper case of the NY Harbor test. The hydrophones were dropped from the Stevens boat and real positions were slightly different from the planned positions.
The exact locations of the hydrophones were determined using a specially developed hydrophone positioning procedure. The procedure utilizes a supporting boat with GPS receiver, signal generator, and acoustical emitter. The vessel moves slowly and makes at least one full circle around the acoustic system, while emitting noise signals in the water and recording GPS coordinates along the way. The SPADES system software calculates the correlograms for various pairs of hydrophones and provides information about the time delay between acoustic signals arriving at the hydrophones. A specially developed program calculates the hydrophone positions that provide the least squares root deviation of the calculated time delays to the measured values. The accuracy of the hydrophone acoustic localization was about 1 m.
In the Hudson River experiment, hydrophones #0 and #2 were oriented at −9
• from the North-South axis and hydrophones #1 and #3 were oriented at 76
• . The distance between hydrophones #0 and #2 was 8 m and the distance between the other pair was 7 m (see Figures 2(a) and 2(b) ).
In the NY Harbor experiment, the hydrophones were placed at Latitude 40.032.596 and Longitude −74.000.116 . The depth at the point of measurements was about 10 m. Hydrophones #0 and #2 were oriented at −20 • from the North-South axis and hydrophones #1 and #3 were oriented at 47
• . The distance between hydrophones #0 and #2 was 78 m and the distance between the other pair was 62 m (see 
Ship Noise and DEMON Acoustic Signatures
Here, we present the results of DEMON signatures extraction and analysis for signals recorded by a single hydrophone.
DEMON Algorithm Description.
The applied DEMON signal processing can be described in the following way.
The acoustic wave arriving at the hydrophone is transferred to the electrical analog signal x(t). This signal is digitized with a sampling rate f s ; so the sampled signal is given by x[i] = x(t = iT) where i = 0, 1, 2, . . ., and T = 1/ f s is a sampling interval. In our experiments, the sampling rate was 200 kHz. The signal is bandpass filtered (BPF) in the frequency band 10-90 kHz. This filtering allows us to suppress high ambient noise in the lowfrequency band. The real envelope of the digitized filtered signal x[i] is calculated using a Hilbert transform and the average value of the envelope is computed using the root mean square (RMS) in the time window T D . This time window contains N = T D f s samples and the averaged envelope is calculated by the following formula:
We computed the averaged signal envelope with a sampling rate f D = 1/T D . In the results presented below, the DEMON sampling rate was 2 kHz.
The FFT of the calculated envelope presents the DEMON spectrum that we are interested in. The block diagram of this method is shown in Figure 3 . The spectral properties of the envelope signal can be presented in the form of spectrograms and spectra. Comparison of the full spectrum and the DEMON spectrum recorded at slightly different time windows is presented in Figure 5 . At this time, the acoustic noise was produced by a passing ferry. It is seen that the full spectrum of the ship noise has large temporal variation while the spectral components of the DEMON spectrum are practically the same. The presented examples demonstrate that the DEMON spectra are much more reliable for ship identification than the full acoustic spectra. Larger detection distance for SeaStreack in comparison with the Phoenix is connected with higher noise generated by SeaStreak. Phoenix is several times smaller and had speed about twice less than SeaStreak.
Temporal Stability of the DEMON Signatures.

Optimization of Frequency Band for the DEMON.
The presented DEMON signal processing was conducted for the acoustic signals filtered in the band 10-90 kHz. Choosing the optimal frequency band can improve the Signal/Noise Ratio (SNR) and increase the detection distance. We calculated the dependence of the DEMON spectra on the carrier noise frequency using sequential bandpass filtering with 1 kHz band in the DEMON algorithm presented in Figure 3 . The results of this calculation for the acoustic noise produced by the SeaStreak ferry are presented in Figure 7 (a). This figure shows the dependence of the DEMON spectra (DEMON frequency is the vertical axis, and spectral amplitude is shown by color) on the carrier frequency (the horizontal axis). It is seen that the DEMON component amplitudes decrease with the carrier frequency. The dependence of the single frequency component (63.6 Hz) on the carrier frequency is presented in Figure 7 (b).
Just as the amplitudes of the DEMON frequency components are decreased with the frequency, the noise level is also decreased. Therefore, for funding the optimal frequency providing the maximal SNR, we estimated the frequency dependence of the SNR. The SNR was estimated as a ratio of the amplitude of the single frequency component (63.6 Hz) to the average level of the other frequency components (70-170 Hz) in the DEMON spectra. We computed the average SNR for every 5 kHz frequency band of the ship noise carrier signal. The calculated SNR is shown in Figure 7 (c) for various times when the SeaStreak moved away from the hydrophone system. It is seen that the maximal value of SNR was in the range 20-40 kHz at short distances to the boat and decreased to the band 10-20 kHz for larger distances. The decreasing of optimal frequency with the distance can be explained by lower acoustic attenuation of lower frequencies. 
Cross-Correlation Method of Ship Tracking and DEMON Signature Extraction
The SPADES system developed at Stevens utilizes signals coming from four hydrophones. Even using a small number of hydrophones, the acoustic source detection and bearing determination can be accomplished by the calculation of the cross-correlation of acoustic signals recorded by various pairs of hydrophones. This section of the paper considers how the measurements of cross-correlation can be used for the estimation of bearing to a source of sound and how the crosscorrelation method allows the separation of the DEMON signatures in busy environments.
Cross-Correlation for Ship
Tracking. Let us consider the signals received by two hydrophones separated by a distance L. They record the noise radiated by a source whose direction makes an angle with the normal to the line between the hydrophones. The distance between the source and the hydrophones is much larger than L. An example of such a configuration is illustrated in Figure 8 . The noise radiated from the ship reaches the two hydrophones with a delay ΔT between them:
where c is the speed of sound in water. Let us assume that a single vessel contributes to the acoustic field and that the signals x(t) and y(t) recorded by the two hydrophones are delayed versions of the same signal:
and ΔT is the delay introduced in (3). The cross-correlation of the signals is defined as
For two delayed signals of the form (3),
where
is the autocorrelation function of x(t). The cross-correlation R(τ) of the signals from the two hydrophones is the same as the autocorrelation
A(τ) of the signal from hydrophone 1, but shifted to the time τ = ΔT. Because the autocorrelation of a signal is maximum at τ = 0, the cross-correlation is maximum at τ = ΔT. This means that the time location of the maximum of the crosscorrelation can be used to estimate the direction to the ship.
The time delays in the cross-correlation function can be recalculated to the source bearing angle using (2):
It is seen that the same time delay takes place for two possible angles, which produces ambiguities in the processing of the source bearing measurements by a single pair of hydrophones. This ambiguity can be solved using signal processing of several cross-correlation signals.
For ship tracking, we present the crosscorrelogram in the form of a floated chart similar to a spectrogram, a graph with two geometric dimensions: the horizontal axis represents time; the vertical axis is the delay between two hydrophone signals; a third dimension indicates the amplitude of the cross-correlation function. Figure 9 presents an example of the cross-correlogram for signals recorded in the Hudson River for the sensors #0 and #2. The cross-correlogram is shown for the same time window when the spectrograms presented in Figure 4 were taken.
The time delays of the detected peaks were recalculated to the ship bearing according to (6) . To eliminate the ambiguity of the bearing for any hydrophone pair we used joint signal processing for several pairs. For our system having four hydrophones, the six various pairs can be combined. the imaginary one. The real bearings are the same for various hydrophone pairs while the imaginary bearings are different. This phenomenon was used for the separation of real and imaginary bearings. The multipair fusion algorithm also uses the fact that accuracy of the bearing determination is different for different pairs. As is seen from (6) the dependence of angle on delay is nonlinear and as such the accuracy of the angle determined by one cross-correlation pair varies with angle, as can be seen by computing the rate of angle change per unit delay:
It is seen that small errors in the delay τ lead to smaller errors in the bearing finding for angles close to the normal of the line connecting the two sensors (a → 0, τ → 0). The accuracy of the bearing finding decreases with the angle increasing and becomes very low for angles close to 90
In the developed software, the bearing determination is conducted using hydrophone pairs that provide the highest accuracy for any target. This means that the bearing to any target is determined by the hydrophone pair having a higher value of α (τ) for the angle at which the target is detected.
The hydrophone pair with higher value of α (τ) determines two possible bearings-one of them is real and the second is imaginary. As noted earlier, in order to isolate the real one we use information from other hydrophone pairs. The determined angles are recalculated back into the corresponding time delays predicted for a signal arriving from that angle via (3) for all hydrophone pairs. These recalculated time delays are compared with measured time delays. For real directions toward the targets, the measured time delays are clustered around the recalculated time delays, while for imaginary targets, the recalculated and measured time delays do not produce clusters and thus can be discarded. Figure 10 presents an example of the vessel tracks determined using the developed software. These tracks were received at the time window from 15:00 to 15:10 (GMT) on July 3, 2010. Photos of the vessels and their acoustic signatures are show in Figure 3 . 
DEMON Spectrum Finding Using the Cross-Correlation.
The application of the cross-correlation allows extraction of the acoustic signal from definite vessels in the presence of many acoustic targets. It can be done for acoustic targets having different bearings.
Stevens has developed the cross-correlation method for DEMON ship signature extraction [18, 19] . This method is based on the measurements of the cross-correlation function with relatively fast repetitions. The energy of the crosscorrelation signal around any peak is proportional to the energy of the noise radiated from the definite direction. Time variation of this signal presents the envelope of noise energy and the spectrum of the energy around the crosscorrelation peak is the same as the DEMON spectrum. We call this the X-DEMON spectrum. The developed algorithm calculates the envelope of the cross-correlation function in a relatively short time window (5 milliseconds). This short time window does not provide enough accuracy for ship tracking, but longer windows did not allow extraction of DEMON with the required sampling rate (200 Hz).
There is a contradiction in the choosing of the crosscorrelation time window. The relatively long time window (20 milliseconds and longer) is required for improving SNR and small errors in the bearing funding. This long time window does not provide measurements rate enough for DEMON signature measurements that has to be at least 200 Hz. The sampling rate of 200 Hz can be reached using 5 milliseconds time window with 50% of overlapping.
To solve this problem, we applied different time windows for ship tracking and for DEMON signature extraction.
The cross-correlation calculation was conducted with two different sliding time windows (one is the long time window and the other is the short time window). The long time window was used for determining the accurate time delay using the cross-correlation. This time delay was applied to the other cross-correlations in the short time window to extract the DEMON signature. 
Advances in Acoustics and Vibration
We now describe how to compute the X-DEMON spectrum in detail. First, for discrete time signal processing, the continuous signals x(t) and y(t) were sampled with a sampling rate f s (= 1/T). The sampled signals were given by x [i] and y [i] , i = 0, 1, 2, . . .. These sampled signals were divided by using two different time windows with the same repetition time T W . The X-DEMON sampling rate is therefore 1/T W . Suppose that the long time window had N samples, and the short time window had P samples (N > P). We used 50% overlapping for calculation of DEMON using the short time window. This means that P = 2T W f s . Let the signal within each sliding window be referred to as a frame. The crosscorrelation function of the lth frame in the long time window can be denoted by
From (8), we extracted the peak index m l , having a local maximum value, which can be determined by
We used the index m l to extract the contribution part in the second cross-correlation with short time window. Before the cross-correlation, the sampled y 
From (10), the cross-correlation has a peak at m = 0. And then, we compute the average value using the root mean square (RMS) over an interval −M ≤ m ≤ M as
(11)
Calculation of the RMS of the cross-correlation function gave vectors presenting the envelope of the DEMON ship signature. The interval |M| is small enough for extraction of the contribution in order to remove other noise signals which can decrease the efficiency of DEMON. We therefore use 50-100 (0.1-0.5 ms) sequences.
The FFT of the calculated envelope presents the DEMON spectrum that we are interested in. The block diagram of the cross-correlation DEMON method is shown in Figure 11 . Figure 12 shows an example of DEMON spectrum and X-DEMON spectrum computed for noise generated by the SeaStreak ferry. It is seen that the X-DEMON spectrum is very similar to the DEMON spectrum.
In our signal processing, the long time window was 200 ms, the short time window was 10 ms, and the time interval T W between the adjacent windows was 5 ms. The envelop DEMON spectra were calculated for 10 second time window.
In order to demonstrate the efficiency of ship signature separation using the cross-correlation method, we used acoustic signals coming from the ferry and Savitsky at the same time (see Figure 4 ). An example of DEMON separation of the mixed signals recorded in the Hudson River in July, 2010 from 15:02:20 to 15:02:30 is presented in Figure 13 . Figure 13(a) shows the standard DEMON spectrum of the mixed signals and Figures 13(b) and 13(c) are the separated X-DEMON spectra of the ferry and Savitsky using the crosscorrelation approach. Figure 13 (a) shows narrow spectral component of the both ships together. The separation of these components for two ships using X-DEMON method is shown in Figures 13(b) and 13(c) .
The examples of X-DEMON spectra of passing vessels are presented in Figure 14 for signals recorded in the Hudson River on July 3, 2010 and in NY Harbor on November 9, 2009. The calculated DEMON spectra show very different patterns for these different types of vessels.
Conclusion
We have demonstrated the effectiveness of the DEMON method for vessel detection and classification in busy environments. The DEMON method improves the detection distance and provides information for ship classification. The developed DEMON cross-correlation algorithm has been shown to be an efficient technique for the extraction of the ship acoustic signatures in the presence of several targets. The planned next step is the collection of a library of vessel acoustic signatures and the development of an automated vessel classification system.
